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near 14 (packetS) nearl 1 dataS 
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(userS or customers or buyerS or 
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(seconds) nearlS networks near25 
(packets) nearl 1 data 

18 and ((705/1 |705/2 |705/3 |705/4 
1705/5 1705/6 |705/7 |705/8 |705/9 
1705/10 |705/n 1705/12 |705/13 
1705/14 1705/15 |705/16 |705/17 
1705/18 1705/19 |705/20 |705/21 
1705/22 1705/23 |705/24 |705/25 
1705/26 1705/27 |705/28 |705/29 
1705/30 1705/31 |705/32 |705/33 
1705/34 1705/35 |705/36 |705/37 
1705/38 1705/39 |705/40 |705/41 
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(transmits or conveyS or transfers) 
near 15 (authentications) near25 
(firsts) nearlS networks 
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or authorizS) nearl 5 (connects) 
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1705/18 1705/19 |705/20 |705/21 
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(user$ or customers or buyer$ or 
purchasers) near25 (first networks) 
near 1 5 (authorizS or authenticatS or 
endorses or permits or confirmS) 
near 15 (packetS) nearlS (dataS) 
near41 (second networks) 

(userS or customers or buyerS or 
purchasers) near25 (first networks) 
near 15 (authorizS or authenticatS or 

endorses or permits or confirmS) 
near 15 (second networks) 

(connectS)nearl2 packets nearl 1 
dataS nearl 5 networks 

(connectS)nearl2 packets nearl 1 
dataS nearl 5 networks 
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(first networks) nearlS (authorizatS or authenticatS or endorsS) 
USPT near21 (payments) nearS 1 (second networks) near 17 packets 

near 15 dataS 

(TRANSMITTS or transfers or conveyS) nearlS (first networks) 
USPT near] 8 (authorizatS or authenticatS or endorsS) near2 1 

(payments) nearSl (second networks) near 17 packets 

(TRANSMITTS or transfers or conveyS) nearlS (first networks) 
USPT nearlS (authorizatS or authenticatS or endorsS) near21 

(payments) near21 packets 

(TRANSMITTS or transfers or conveyS) nearlS (first networks) 
USPT nearlS (authorizatS or authenticatS or endorsS) near21 

(payments) near21 packets near3 data 

(TRANSMITTS or transfers or conveyS) nearlS first networks 
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(payments) 
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(first networks) near 18 (authorizatS or authenticatS or endorsS) near21 (payments) 
near31 (second networks) near 17 packets 



Documents 



Database: 



US Pre-Grant Publication Full-Text Database 
JPO Abstracts Database 
EPO Abstracts Database 
Denwent World Patents Index 
IBM Technical Disclosure Bulletins 
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(first networks) near 18 (authorizatS or authenticatS or endorsS) 
near21 (payments) nearSl (second networks) near 17 packets 

(first networks) near 18 (authorizatS or authenticatS or endorsS) 
near21 (payments) nearSI (second networks) near 17 packets 

near 15 dataS 

(TRANSMITTS or transfers or conveyS) near 15 (first networks) 
near 18 (authorizatS or authenticatS or endorsS) near21 
(payments) nearSI (second networks) nearl7 packets 

(TRANSMITTS or transfers or conveyS) near 15 (first networks) 
near 18 (authorizatS or authenticatS or endorsS) near21 
(payments) near21 packets 

(TRANSMITTS or transfers or conveyS) nearl5 (first networks) 
near 18 (authorizatS or authenticatS or endorsS) near21 
(payments) near21 packets nearS data 

(TRANSMITTS or transfers or conveyS) near 15 first networks 
near 18 (authorizatS or authenticatS or endorsS) near21 
(payments) 

11 and ((705/1 |705/2 |705/3 |705/4 |705/5 1705/6 |705/7 |705/8 
1705/9 1705/10 1705/11 |705/12 |705/13 |705/14 |705/15 |705/16 
1705/17 1705/18 |705/19 |705/20 |705/21 |705/22 |705/23 |705/24 
1705/25 1705/26 |705/27 |705/28 |705/29 |705/30 |705/31 |705/32 
1705/33 1705/34 |705/35 |705/36 |705/37 |705/38 |705/39 |705/40 
1705/41 1705/42 |705/43 |705/44 |705/45 |705/400 )!.CCLS. ) 

(TRANSMITTS or transfers or conveyS) nearl5 first networks 
USPT near 18 (user or customer or purchaser or consumers) near 19 
(authorizatS or authenticatS or endorsS) near21 (payments) 
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Terms 




(first networks) nearlS (autifiorizatS or authenticatS or endors$) nearizi (payments) i 
nearS 1 (second networks) near! 7 packets near! 5 dataS 
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US Pre-Grant Publication Full-Text Database 
JPO Abstracts Database 
EPO Abstracts Database 
Derwent World Patents Index 
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File: USPT 



Mar 3, 1998 



DOCUMENT- IDENTIFIER: US 5724424 A 
TITLE: Digital active advertising 



CLPR^" 
45. A 




45. A payment computer for use in transferring funds having 
real monetary value from a sender to a beneficiary, said 
payment computer being programmed to receive, over a public 
packet switched communications network, a payment request 
specifying a payment amount to be transferred from said sender 
to said beneficiary, said payment request comprising at least 
one digital signature of components that include components 
derived from said payment request, at least one of which 
digital signatures protects said payment request from forgery 
including authenticating an identity of one of a plurality of' 
principals as an originator of said payment request, at least 
one of which digital signatures protects said paym^nh -r^gn^qf 
froTD renlav attack, and at l^^aci- o n ^^ nf x^h-ir^h Hig-ih^i 
RignatiirfiR i r cnmmiteri based nn r pi-i nr^-ip^i - sp^n-i f -i .g^r-T-^h 
key . Raid pavmpnt cnmnut-pr further h^ing pr-ogT^ a mmf^d ^r^ 
authenncate . said pawiPTil- remiest tn p> mf^Bgagf. t-n 

tran . qmil-ted mtn a finanrial anthm-i -i r^n n p^wo-r1f ^ytt^-rnai hr^ 
sa i d network navment .gystf^m. in q-t H pt- ho ..^v-i f y hhah c^p,i^ 
sender ha . s adpgnafe funds or rredit hairing r^ai monf^tar-y -.raino 
to rereivp. an anthnri ^af i nn from said finanr^-i^i a „hhn-ri -^^t- i or, 
network in resnnnse to said mp^gga g R. m hT-an.gmih an 
authori 7;arion message nvpr .ciaiH p n hlio paok^h awii-oho.^ 
commnnl rat inns nptwork. said authnri ^ahion m PHsag^:. oompri ^i ng 
an authentmatnr nrnvina that said paym^nh rnmpM^-^-r n-riginah^H 
said aiithnri ?^atinn mpssaap. to ransp info-rm a tinn p^vi-aining t-o 

said payment rPmiest and anthn-ri ■7a hinn tr^ h«=> r-,=.no->-Hpf^ in a 
SftttlftmPnt database, and to nansP funds ha v ing r-^al mnn^ha-ry 

value tn be transferrpd from said RRnd^-r i- n sairi H^n^f i f^i ai-y 
cnndi tinned nn said navment rpqiiP-gt havi ng h^^^n anthnyi-T^^H jn 
real time by said financial anthnri 7:ation nptwor-v external to 
said public packet switched communications network, based on an 
external credit card account or an external demand deposit 
account having sufficient credit or funds of real monetary 
value available to said sender, and conditioned on at least one 
message transmitted over said public packet switched 
communications network in connection with transfer of said 
funds not being a replay of a message previously transmitted 
over said public packet switched communications network. 



46. A payment computer for use in transferring funds having 
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* 

real monetary value from a sender to a beneficiary, said 
payment computer being programmed to receive, over a public 
packet switched communications network, a payment request 
specifying a payment amount to be transferred from said sender 
to said beneficiary, said payment request comprising at least 
one digital signature of components that include components 
derived from said payment request, at least one of which 
digital signatures protects said payment request from forgery, 
including authenticating an identity of one of a plurality of' 
principals as an originator of said payment request, at least 
one of which digital signatures protects said paymp^nt- -rf^giipgh 
from replay artarV:. and on ^ . nf urhir^h H■ig^^;^^ 

kftV. . said navmenr COmpntpr fiiT-hhp.-r hf^ing p-rngT-ammf^H ^r^ 

faut- . henMratft Raid navment rf^a^lPR^ . tn nana^ a mf^sfiag^ 1-0 
tranRmi1-rpd info a finanrial anthnri ^ah-ion n p fwor-k ^vt-^T-nai t-r, 
Raid nefwnrk navment .gysi-Pm in oT-ri^- r v^-r-i f y th^t- oa-iH 
fiftndftr haR adftgiiafp funds or credit having T-^ai mon^ha-ry ^.^i,,^ 
r . n rftceivp an aufhnri zaf i on from said finann-iai am-hn-ri ^ah-i 
riftf . work in resnonRP to said mPfisag^ ^ o ^y-;:.n«mi^ an 

authorization mPSRaaff nvpr gaiH pnhlir^ p^n^ r e>t- awihr^horl 
COmmiiniraf ionR nPtWOrk. said a11^ho^ri ^a^ion mp. q .c.ag<:> r^omp-riginj 
an anI-bPnf ioafOr Orovina that said payment- r^ o mpnhp-r o-riginahoH 
Raid authorization mPASaaP anH h,^ing rapah1>:» o f valiHahir^n 
w i thout 11RP of a RPrrfit kPV. to cansP i nf o-rma1- i o n p^-rha i n -i pg 
said Pavmpnt rpmiPRt and anthnr-i ^^a h i nn 1-0 bp T-Pr'nT-HpH in a 
SftttlPment datahaRP. and to causp fnnH« ha w ing -rpal monPl-ar-y 

value to he tranRfprrpd from said spnHPT- ho c j^iH bpnpfiniar-y 
conditioned on Raid pavmpnt rermpst having hpp n anhho-ri -^^rl in 
real time hv Raid financial antho-ri 9:ahi o n nPhwoT-v external to 
said public packet switched communications network, based on an 
external credit card account or an external demand deposit 
account having sufficient credit or funds of real monetary 
value available to said sender, and conditioned on at least one 
message transmitted over said public packet switched 
communications network in connection with transfer of said 
funds not being a replay of a message previously transmitted 
over said public packet switched communications network. 

CLPV: 

said payment OOmnntPr being pT-ogT-ammpH fo r'an gp a mpogagp to bp 

tranRmittpd into Raid financial anthoi-i Tiahi o n nPhwo>-i<- ^y-h^-mai 

to Raid Pllhlio OaokPt Rwitched rommnni r-aH ons nPhwoT-V , in ordpr 

to verify that Raid sender has adpgnatP funHc n r n-rpHii- having 
real monetary value, to receivp an anhhor-i ^ a fi on fr-om gain 
financial authorization network in r-P«pon q p tn gaif^ mpggagp^ 
tranRmit an authorization messaap tn saiH riipnh rnmpni-pr- ovo-r 

said public packet switched rnmnmni cahi o n s nphwo-rlr^ tr>, ra U RP 

information pprtainina to said paympnh r-p g npsh an^q 
authorization to bp recorded in a .gptMpmpnt- Hai-aha.cg. ^ anH tn 

cause funds having real monPt-ary valn^ tn b p hr-angfPT-T-Pr^ fr-nrj^ 

said sender to Raid beneficiary r-nndi tionPf^ on .ciairi pa^/mpnt- 

reOUeRt having been anthnri^Pr^ in rpal himp b y saiH f-i^anoial 

authori ? ; ation network external to said public packet switched 
communications network, based on an external credit card 
account or an external demand deposit account having sufficient 
credit or funds of real monetary value available to said 
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sender, and conditioned on at least one message transmitted 
over said public packet switched communications network in 
connection with transfer of said funds not being a replay of a 
message previously transmitted over said public packet switched 
communications network; 

CLPV: 

causing a message to be transmitted into said financial 
aur . hnnzfannn network pxtprnal to gain pnhUn p ^ov^h. c.,.H^ov.^^ 
cnmmnmrat- . innR network, 1n nrrl er to vpr i f y th^t ^^^r^ c^n.^^^ >.^o 
adequate fnndR nr rredit having real mnr,^t^^y ^r^i,. ^ . -r^^^-i.Hng 
at . said payment rnmputer, an antbn-ri rai-inn fr-om ^^^ri f^r.^r.r^^^i 
aut . hnrizatinn syRtem in re , snon.se tn sairi m^.^.Q^g ^ . ^^^;,n^^,^ ^-^-ir.g 
an aiithnri? ; atinn me , s . saae from Raid pa^/m^n h r^nmpnh^-r 1-0 oa-i^ 
client rompiiter over . qaid nnblir narkPh .gwit-nb^ri r^ o mmnn-i r^^hH.^r.o 
network , oaiLsmg information nertainincr i-n «airi p^yn^^ni- ^^gu f^c,^ 
and authorization to he rerorded in a gprM^m^nh ri ^ i-^h^«o 
oaiifling funds having real monetary vain^ tr-ar..Qf»r->-o^ f^^m 

said . sender to f^aid henefiriarv rnndit-inn^H r^T1 .caiH pa;^nr,^Ti t 

reaiiest having been anthnr-i^^H -ir. ^^^1 tim^ hy .Qa-iH f-inanr^i^l 
authorization system PytP-rnal pa-id pnHI-i r par-lfPh fiw-ihr^hor^ 

communi rations network , based on an external credit card 
account or an external demand deposit account having sufficient 
credit or funds of real monetary value available to said 
sender, and conditioned on at least one message transmitted 
over said public packet switched communications network in 
connection with transfer of said funds not being a replay of a 
message previously transmitted over said public packet switched 
communications network; 

CLPV: 

each of said buyer computers being programmed to transmit over 

said public packet switched rnmimm-i nah i nn.g nPhwoT-k ho ^^ IppRr 

one of said merchant rommitprB. in yp.cip nn.ciP ho a n«PT- r-pgnc^ch 
a purchase message and to oansp a paym^nh -r^gn^ai- mmp-ri o-i r,g ^ 

payment amount, to he tT-angmi hh^H n^rt^y aa-i n pnhl-ir^ panTfPh 
switched COmmiinicatinn.c! nPhwor-V inhr. a p aympnh gyohfim 

comprising a financial anthori zahi nn nehw o -rk t^^j-^^rx^i tr. gajpi 

public packet switched f nmnnimi r<at i on.ci n p twor-V in nr-Hor- hg 
initiate authorization of pur-f^haae of a pr-o d nr^l- ha.r-lng T-eal 
monetarv value and in nrdev ho i n itiahe T-pr-o-rHah-ion gf 

i nformation pertaining to said paymeni- r- p gn^gh 

authorization in a g.^hMpmenh HahaT^aaa . 
CLPV: 

in response to a user request, transmitting over said public 
packet switched communi rations networ-k fr - nm on«:. of .gaif^ h.iiy>^r- 

computers to one of said merrbant f-nmpnhe-r R a pnr-r^bagf. mPQgago 
and causing a Pavment request, rnmpri bi n g a pa^/menh amoiinh ho 

be transmitted over said mihlir pankeh Rw-iho b ed oomm„ni f^ahi ona 
network into a payment .gysteni r-o m prising a finano-i^-| 
authorization network pyher-nal h o Raid pnhlir^ par^keh swihoh^H 
communications network, in order hn inihia h e anhhor-i 7:ah i on of 
purchase of a product having real monehary ya lne anH -in orHer- 
to initiate recordation of informahion pe rhain-ing tn sairl 

payment request and an authori ^ahion in a «»hhi ^ nienh riahaKagp . 
and 
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CLPV: 

r . o Raifi pnhlir narkpt .swirrhRH rnmmimi nai-Hr^r,o nf .^wo■r^ ir, .^v.^f .- r. 
r . o verify r . hat , Raifi Render has ademiaf^ fimri« n-r^Hih >.^.Hr..r 
real mnner . ary valne . rn receive an "antho-ri f^^.,^ ^!;^ 
f']!'-.'^^!^ aiifbnri7flMnn nefwnrV in reRnnnc^ o.^^ -^^^^ a gr fn 

jT .r..'''' ^^^<'^^i:T^^finn mesRaae to said r^i^n^ 
said nihil r parkef . Rwirrhed commnni rati one no^ w n^r1r ^r^ r..»„cp 
mfnrmar . mn nertainina tn .Qairi p^^mi^nt ^r^q. l<aa^ a^ri ^ ^, 1^1 
authnri ? ; a1-inn to he recorded in a s^M-i^m»n«- H ahaKaeo =.^.^1 m 
cauRe funds having real mnnetarv v^in^ to k» «-^= ) n.Qf ^r-^ori f^^^ i 
said sender ro said henefiriarv ronriition^H or. o=, iH pp.^^^r.^ 
reqiiesr having heen authoriz ed in real f im ^ hy ^^.-i^ f^^^^^-j ^ ^ 
ai i t . tiori zaf . ion network external to said public packet switched 
communications network, based on an external credit card 
account or an external demand deposit account having sufficient 
credit or funds of real monetary value available to said 
sender, and conditioned on at least one message transmitted 
over said public packet switched communications network in 
connection with transfer of said funds not being a replay of a 
message previously transmitted over said public packet switched 
communications network; 

CLPV: 

causing a message to be transmitted into said financial 
authorization network external to .gaiH pnHHo p^n]r<^i- f-^y^ ^^ 
commi i m nations network, in order to vprify that ■c>.r.Ho>- 
adequate funds or credit having real monetary ^ r ^^u^ r-or.o-i,,ing 
at said payment computer an authorisation fr- o m Qa-i^ f^nano■ia1 
authorization system in response to saiH meeeag^ . <-T^^n«m-! 
an authorization message from saiH pa^^mi ^^nt oompnte-r to oai/^ 
client computer over said nnhlio narket cur-itohori r■on1mnn^o=.^i^n -! 

network , causing information nertaining to o g -iH pa^mi^nt regn^Qi- 

and said authorization to be reoorrieH in a c.o^ t-^^mAnt Hatahaa» 

and causing funds having real monetary -.ral ne to tranaf »>-T>p^ 

from said sender to said henefioiary oonri-i t-i o neH on aa-iri 
payment reguest having been author i -in ^ ^ ai m-^^ hy .QaiH 
financial authorization svstem external to oa-i H puhHo y^r^yf^r 
switched communications network , based on an external credit 
card account or an external demand deposit account having 
sufficient credit or funds of real monetary value available to 
said sender, and conditioned on at least one message 
transmitted over said public packet switched communications 
network m connection with transfer of said funds not being a 
replay of a message previously transmitted over said public 
packet switched communications network; 

CLPV: 

said payment computer being programm^H to oanoo a mesaagp to He 

transmitted into said finanoial anthori ^a ti on nAtwork PYto-.-nai 

to said public packet switched rommnm'oat-i o n.Q network in or-rlo^ 

to verify that said sender has adegnate fnn^a o v o-r^Hit ha.ri^g 
real monetary value ,, to receive an authorisation fron. 
£ 3 nancia1 authon zat a on network in regpono o i-o gain meggago , ^-p 

transmit an authorization meQgagA l-n aai ri olipnt rompiitAr otr^r 
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Saici Pllhlic narket SWlt-rhpH o^mn,iiT.-i ra^■ir^ng nPhwo-rV , ^r^ r^a,,op 

informarion nprfainina fn aaiH pa^m^onh yagn^ai- ar,^ 
aur . horizaMnn fo hp rprnrderl in a flP^^^^m^n^ ri^i- ^ Y,^^^ ^„ri 
nauRp fiindR having real mnnptary v^in^ ^ n ^T-an.cf ^.r-r^H f^^rr, 

fiaid RPnripr tn . Saifi bpnpfiri^ry nnnrli ^^ on^H nn c^ -iri p;.yTr.Pr.l- 

reqiiPRt having hppn anthnrizprl in r-^^i ^-i mP hy Q^-iH f-in^n.^-;^i 
aut . honzal- . ion nptwork external to said public packet switched 
communications network, based on an external credit card 
account or an external demand deposit account having sufficient 
credit or funds of real monetary value available to said 
sender, and conditioned on at least one message transmitted 
over said public packet switched communications network in 
connection with transfer of said funds not being a replay of a 
message previously transmitted over said public packet switched 
communications network; 

CLPV: 

causing a message to be transmitted into said financial 
autbnrizatinn npfwork pxtprnal tn sairi pnKiir- p a^kP^ ^^it-r^y.^.^ 
commnmranonR nptwnrk. in ord^r- 1-0 ./p-k-h f y th^t ^^r,rt^^ v.^o 

adftcniatp fnndR nr rredit having ^^^.1 > T^nnP^ary vainp. -rpr^p-i^Hng 
an naifi pa^rniF s nt rnirmitfir . an aiithori 7 : at- i on fr-om ^^iri fin^^n^-i^i 
ai 3 thori7 ; atinn RYRtPm in rpsnnnse tn .ej^iri m^.Q^ag ^ . 1-■ranam■i1-^in g 
an aiirhoriTianon mp . s.qaap from aaid paT,/TtiPn i - nnmpnhQ-r ^r. g^-ir^ 
client rnmrurer nvpr Raid miblir nackpt swihrhpH r-om m nni r^^n r.r.^ 
network , raiiRing information nertaininrr p ^ ym^nh rog^ip^ ^ 

and aiithnrizatinn to hp rprorriprl in a .gptMpmpm- ri=,i- ^ y,^^^ ^„r^ 
cai i Ring fnnriR having real monpt-a-ry vai,,^ ho v.^ t- Tan«f pt-tpH f^^^ 

said RPndPr tn Raid henpfiriary r^nnrli o n ^H on caiH pa^/mpnh 

rpgiiPRf having hppn authorized in t-p^i h ^ ip hy c^-iri fin^no-i^i 
authorization Rvstpm external ho «airi p„hi-ir- par. kP^ fiu7-iho>.oH 
commiinirationR nptwork , based on an external credit card 
account or an external demand deposit account having sufficient 
credit or funds of real monetary value available to said 
sender, and conditioned on at least one message transmitted 
over said public packet switched communications network in 
connection with transfer of said funds not being a replay of a 
message previously transmitted over said public packet switched 
communications network; 

CLPV: 

each of said buyer computers being programmed to transmit over 

said public packet Switrhed rommnni r^a H on.Q npl-wo-rk fo a1- 1o=|q^ 
one of Raid merrhant COmpntPra. in rpaponap h o a HOOT- 

a purchaRp mpRRagp and to ranse a navmpnh rpgnpo h . ooniprioir.g ^ 

PavmPnt amount, to hP hranami hhP^ ovpr . cj p irf pnhlio par<kg>t- 

Rwitohpd rommiini rations network inho a pa^/rrpm- Ry ^t-^rn 
compriRing a finanrial anthori ^ahi on nphwork oyh^-m^i ho gairi 

PUhlic packet switched f-ommnni oahi ons nPhLJork in pT-riPT- ho 

initiate authorization of pnrobasp of a proHn o h Via.ring f ^^^ i 
monetary value and in ordpr to inii-iah p rPoorH^hion of 
i nformation pertaining to said paympnh r-^ g npRh ^r^^ 

authorization in a wphhl P m pnl- Hahahaao - 
CLPV: 

in response to a user request, transmitting over said public 
packet Rwitrhpd rommnni rations nPtwork f^^ m onp of c^iri hnypv 
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cornpnrprs r . n one nf Raid mprrhant , ^nmm^^^^.Q ^ p„^..v, = ,.c^ m^^^^rr^ 
anri ran Ring a pa^mipnt- . rRgiip . sr rnnrnriging p. p^^^^r^ t ;,mni,nh ho 
bft r . ran ■ sm^^^pfi nvpr Raid public narkpf c,vnhr-b^H r^r.,n n „ini n;,hn 
nftf . wnrk infn a navmpnr Rvsfpm rompy-i .cing ^ finano-iai 
autbnrizar . inn npfwnrk ftxfprnal t , n Rairl pnhiin p;.rTc^h c^,-! hr^v^pri 
conimiinirat- . -innR npfwnrk, in nrrler fo in i h -i^^h^ ^nhhoy-j ^.^^^-ion 
pnrrhaRP of a Drndi i ct , having rpa1 monf^h^r-y .. ^ in^^ ^nH -in o-rriP>-r 
r . n imMat . p rprnrdar . inn of information p^-rh^-ir,-; n g ho Q^-iH 
paympnr rpqiiPRf and an anfhori 7 : ati on in ^ c^i-m ^m^^ni- H^h^H=.o^ . 
anci 



CLPV: 

said paymRnI- rompiifpr bpina nroar^mmpH ho r-^ n s^ ^ moao^g^ h^ v,^ 
r . ranRrnirf . pd info Raid finanrial anfhori i on n o hwo-rv o^hov-n f^- | 

t . O Raid pnhlir naokpl- RWifobpd rommnni r^^hi ono n^hwor-V in or-H^r- 

to vprify that Raid Rpndpr baR adPan^hP fnnHc o v n-r^^-ih H=-^nn -T 
rsal monptary valnp. fo rprpivp an antho-ri ^^H o n fr-om ..^-iH 
finannal antbonzation nptwnrk in r-^spong o 1-0 c^-in mf^.Q^arr^ , j-p 
tranRrmt an anthori Tiaf i on mpRsaaP tn saiH oi-io n t r.omp„h^v ny p-^ 
aaid pnhlio parket Rwitrhed rnmmnni nah-iono n^hwor-v ho oanao 

information nprtainina to .QaiH p^iym^nh r-o g n^qh an^ ^ pi iri 

authorization to bp rpoordpd in a sPtMpm^nh riah ;,h;..c»^ =.nri h^ 
cauRR fiindR having real monptarv valnP ho ^^^r^ ^ ^^^^^r^ f^^n , 
said Rpndpr to Raid hpnpfiriarv oondition^H on c^ - iri pa^nn»nh 
rpqiiPRt havincT bppn anthori 7Pd in rpal tim^ «a-i H fin^no.-:.] 
authorization nptwork external to said public packet switched 
communications network, based on an external credit card 
account or an external demand deposit account having sufficient 
credit or funds of real monetary value available to said 
sender, and conditioned on at least one message transmitted 
over said public packet switched communications network in 
connection with transfer of said funds not being a replay of a 
message previously transmitted over said public packet switched 
communications network; 

CLPV: 

causing a message to be transmitted into said financial 
authorization nptwork pxtpmal to gairi pnhii^ paok^h «wih^v,pr| 
noniiminioationR nptwork. in ordpr to verify hh^h ^ ^^^ «^nHo^ y^ ^^^ 
adpqnatp fnndR or crpdit having rpal mon^haT-y .r ^ in^ vor^o-;.,.} 
at Raid paympnt rompntpr an anthori zation f^-om c ^iH fnn=.r.o^p,i 
authorization RVRtpm in rpsnonsp to said v^^<^^^<^^ hr-an^n,n hh ^ 

an authorization mPR.saaP fr-om sa-i d paym^nh PnmpnhPT- ho Qa -i H 
c l ient OOmputPr OVPr Raid mihlio park^t cw-ihr-ho H oonimnni o^hn ^^ -i 
nptwork , oaURinrf information pprtaining ho 33 iH paym^^nh T-pqn»qt- 

and Raid authorization to hp rppord^ri -in ^ g phH^m^nh d^hah^g^^ 

and CaURing fnndR having rpal monf^haT-y v aln^ ho hr-angf ^.-rr-f^d 

from Raid Rpndpr to Raid hpnpfioiary f-on H it-ionpH on c,a-iH 

payment rpmiftRt havin g bppn antho r i zp H in t-p^i him^ v.y a^-iH 
finanoial authorization RVRtpm pytPmai ho o ^ -jH pnhi-io p^ov^h 
RWitobpd oommunioationR network , based on an external credit 
card account or an external demand deposit account having 
sufficient credit or funds of real monetary value available to 
said sender, and conditioned on at least one message 
transmitted over said public packet switched communications 
network m connection with transfer of said funds not being a 
replay of a message previously transmitted over said public 
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TITLE: Mobile computing scheme using encryption and 
authentication processing based on mobile computer location and 
network operating policy 



CLPR: 

36. The packet procR.qp!-! ng devicp. of r.lf^im 7^ ^ wh^rp-in wh^n thR 
first recognition unit and thp. second -rRrngn i hi nn nnii- 
recognize that said mobile compiitpr i a Inra tpd mitfiidR th^ homp 
network and a correspondent stationary nndp of aa-id mnhilR 
computer is located in an idRnt-iral n etwork .gaid mnhi 1 r 
computer, and that thRTR rvi Rts a packet prooRFifling Hrvi op 
which has a packet transmitted by said moh-i 1 r rompntp-r a a an 
encryption and authentication procRflR i ng target and thR-r^ 
exists a packet processing dRvi cr which haa a paokRt 
transmitted by said correspondRnt stationary n odR a.g an 
encryption and authRnt i cat i on procRssing targR t, and also an 
optimization of a data tranptfRr roii tR for .gaid mobi 1 r rompntpr 
is requested and the sRcond rRcognition unit rRoogni7:P .q that 
said packet nrocessina device has a packet tranflmittpH by ^aiH 
correspondent stationary node as an Rnoryption anH 
anthRnti rati on processing target, 

CLPR : 

38. The packet processing dRvi or of nia im 21, whRrRin whRn thp 
first recognition unit and thR .cj^^r ond rRoognition unit 
recognize that said mobile oompnhRr iff looatRd ontflidR thR homp 
network and a corrRspondR.nt stationary nodp of ga-jd mobilp 
computpr is loratpd in anothpr npt work whioh in npithpr thp 
homp nptwork nor a nptwork at whio h .gaid mobi 1 r rompntpr i g 

] ocatpd , and that thp rp pxi sts a paokpt procpsaing Hpvi or whirh 

has a packet transmitted by Fiaid m ohi 1 p romputpr a.q an 
encryption and aiithpnt i na t i on proo PAPii ng targpt and thprP 
exists a packet processing dpvi op wh irh has a packpt 
transmitted by said correspondpnt st ationary nodp apt an 
encryption and anthpnt i cat i on pror pfifli ng targpt, and alflo an 
optimization of a data transf pr rontP for said mobi 1 p rompntPr 
is requested and the second recogniti on nnit rpcognizpp; that 
said packet procpssing dpvi or has a parkPt transmittpd by said 
mobile computer as an pnrryption a nd anthpnt irati on processing 
target, 

CLPR: 

41. The packet procpssina dpvirR of riaim 71, whprpin whpn thP 
first recognition unit and the fif^nr^r^ri rprognition nnit 
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recognize t.hRt aaiH mnhi 1 r rnmpiitf^r i f=i loral-pH nnl- a-idg^ hhR hnmR 

no pankfih prorf^flfi-i ng df^vi wbirh haa a p arkfit, hTanflnri f f pH by 
flaid mnbilp rnmpntP-r aa an Pnrrypt. i on and anhb^nh i rahi on 
pror:Rf=i.qing t-.argp.t. and tb^re. exifft.fi a parkpt-. prnrPfig-ing d^^vi 
whicb bas a packet tranfimi tted by said rorrpflpondfint- afah -i onar-y 
node afl an p.ncryption and autbent icat i on prnrf^Aff -i ng targf^h, and 
also an opt imizat ion of a data tranafpr -ron tf^ for .gaid mob-i 1 p 
computpr is rpqnpsted and tbp ffpoond TPro gn-i 1 1 on nn-it 
rf^cognizpfi tbat said paokpt p-rorpsfi-ing dpvi rp bas a parkpt 
transmitted by said oorrespondpnt stationary nodp ag an 
pnorypt-ion and antbpnt i oa 1 1 on processing target, 

CLPV: 

when said paoket proopssing dpv-iop is loratpd in tb e bomp 
network and if said response nripssagp is ir( =>.nf^Avf^.d from said 
mobile computer management devire, tbe transfer un it transfers 
said response message toward said moving mobile oo mpnter by 
encrypting a prescribed oommnni oat i on content and attaobing an 
end-to-end an tbent i ca t i on data and said second type link 
authentication data. 
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interconnecting a pln-ralify nf rlifinf rnmpnters ^nri r paymp^n^ 
computer, and comprising the steps of: 

CLPR: 

29. A method of providing for real-time a^^^hnr^ 7:at i nn of 
purchase tranfiacti onp; by a f-inanrial aiit-hori Tiat-i nn nptwor-k 
external to a public packet flwitnhpH rnmmnni rat i nnfl n<=^fwnT-V 
interconnecting a plurality of clif^nt compntprR anH a p aymf^nf 
computer, and comprising the steps of: 

CLPR: 

31. A payment computf^r for- urp i n proviH-ing real-timf^ 
authorization of paymf^nt transact i onp; by a financial 
authorization network f^xternal to fhe network paymf^nt fly.gff^m^ 
the payment computer being programmeci to receive, ovpr a pnb1 i r 
packet switched communicati ons network, a payment regnePit- 
message specifying a payment amount to be transf err-f ^H fr-om fhp> 
sender to the beneficiary, the payment computer fur ther b^ing 
programmed to authenticate the payment request message, to 
cause a message to be transmitted into a financial 
authorization network external to the network payment sysf<:^m, 
in order to verify that the sender has adequate finds o r rredif 
having real monetary value, to receive an authorization fr-om 
the financia] authorization network in response to the mf^ssagf^ 
transmitted into the financial author ization network, and fo 
transmit an authorization message over thp^ public packet 
switched communications network, the authori zation mf^ssagp 
comprising an authent i cator proving that the payment compnfp-r 
originated the authorization message, conditioned on at least 
one message transmitted over the pnbl i c packet switched 
communications network in connectio n with the real -t imp 
authorization not being a replay o f a message previously 
transmitted over the public packet switched commnni rat i ons 
network; 

CLPR: 

35. A method of providing for real-time authorization of 
purchase transactions by a financial authoriza tion network 
external to a public packet switched communi cations network 
interconnecting a plurality of client comput ers and a payment 
computer, and comprising the steps of: 

CLPV: 

the payment computer being programmed to cause a message to be 
transmitted into the financial authorizatio n network external 
to the public packet switched commnni rat i on s network, in ordpr 
to verify that the sender has adequate fund s or rrpdi t having 
real monetary, to receive an authorization from thp finanrial 
authorization network in response to the message ^ and to 
transmit an authorization message to the r1 i ent computer over 
the public packet switched communications n etwork^ conditioned 
on at least one message transmitted over th e pnbl i r packet 
switched communications network in r onnertion with thp 
real-time authorization not being a replay of a mp.c^.ci^gp 
previously transmitted over the pnbl i c packet switr-hpH 
rommuni rat ions network ; 
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CLPV: 

causing a message to be transmitted into the financial 
authori zat-inn nptwn-rk ^ytf^rnal tn f.h<=> pnhl -i r par^kf:^f fiwit-rhRd 

GOmmuni cat ions network, in n-rd^r tn vp r-i f y that thf^ i=!Pnf^f^r haPi 

adequate fundfl or rrfidit having irf^Rl mone tary valnF^^ -rf^rfiiving 
at the payment computer, an authnr-i 7:at i nn f -rom thp^ f-inanrial 
authorization network, and tr-ansmi 1 1 -j ng an authoT i zat -i nn 
message from the payment computer tn the nlif^nt nn mpntf^r ovpt 
the public packet switched rommnni rat -i ons n etwork, rnndi 1 1 nnf^d 
on at least one message transmittRd ov^r th e puhlio paok^t 
switched communications network in r onnfiotion with thf^ 
real-time authorization not hf^ing a replay of a mf^fi^^^icjc^ 
previously transmitted ov^r thp puh1 i o paoket swi trhf^d 
communications network; 



CLPV: 

the payment computer being programmed to pause a message to he 
transmitted into the f i nanci a1 anthori zat i on network externa! 
to the public packet switched oommuni cati o ns network, in order 
to verify that the sender has adequate fun ds or rredit having 
real monetary value, to receive an authorization from the 
financial authorization network in respons e to the message, and 
to transmit an authorization message to th e client oomputer 
over the public packet switched oommuni rat i ons network^ 
conditioned on at least one message transmi tted over the pnb1 i r 
packet switched communications network in ronnerti on with the 
real-time authorization not being a replay of a message 
previously transmitted over the pub1 i r parket swi trhed 
rommuni rations network; 

CLPV: 

causing a message to be transmitted into the financial 
authorization network externa! to the pub1 i r parket swi trhed 

communications network, in order to verify tha t the sender ha.g 

adequate funds or credit having real moneta ry value, rereiving, 
at the payment computer, an authorization fr om the finanrial 
authorization system in response to the mes sage, and 
transmitting an authorization message from t he payment computer 
to the client computer over the puh1 i r park et swi trhed 
communications network, conditioned o n at least one message 
transmitted over the public packet swi trhed rommnn i rat i on.g 
network in connection with the real-time aut horization not 
being a replay of a message previously trans mitted over the 
public packet swi trhed rommnn i rat i ons network; 

CLPV: 

the payment computer being programmed to receive the payment 
request message and to cause an authorization requ est to hf^ 
transmitted into the finanrial authorizatio n network external 
to the public packet switched rommuni rat i on s network, in orHer 
to verify that the sender has adequate funds or rredit having 
real monetary value, to rereive an authoriz ation from the 

financial authorization network, in response to the 

authorization request, and to transmit an an thori zat i on meggage 
to the client computer as at least one mess age over the pnhl i r 
packet switched communications network, ron ditioned on at lea.gt 
one message transmitted over the pnbl i r par ket swi trhed 
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COmmuni cations nPt-work in nnnr\f^ni- ^ nr^ with Mifi TRa 1 -t i mf^ 

author i zati on not being a replay attack; 
CLPV: 

receiving, at the paymf^nt- nnmpnh^r, thf^ p ayment r-f^qiiP^Rt 
message, and causing an authnr-i r7at- -i nn r-pgiif^flt tn t-ranflm-i tt^H 

into the financial authn-r-i 7:ah -i on n<:^t-wr. -r]c pytp-rna! tn thf- public 
packet switched commnni cati on<=t net work, in nirdf^rr to verify that 
the sender has adequate funds or- cr-f^Hit having rf^al monf^tary 
Yfalue , receiving, at the payment computer-, an ant h ori y.at i on 
from the financial authorization nc^fwoT-k, in r- f^sponsp^ to thf^ 
authorization request, and transmitting an authori y.at i on 
message from the payment computf^r to thf^ d i ^n t compntf^r as at 
least one message over thF> pn bl i c packet switcb<=^rl 
communications network, conditionp^d on at If^ast on^^ messagp 
transmitted over the public packet swit c hed communications 
network in connection with the real-timp authorization not 
being a replay attack; 

CLPV: 

the Pavment computer being programmf^d to c ause a messagp to h^ 
transmitted into the f i nanci a1 authori zat i on n^^tw o rk evtc^rnal 
to the public packet switched communications ne twork, in ordf^r 
to verify that the sender has adP^gnatf^ fnnds or credit hairing 
real monetary value, to receive an authorizati on from thp> 
financial authorization network in response to thf^ mg^ssage, and 
to transmit an authorization message to thp client computer 
over the public packet switched communicatio ns network^ 
conditioned on at least one message transmittf^ d over the public 
packet switched communications netw ork in connection with th^^ 
real-time authorization not being a replay o f a messag^^ 
previously transmitted over the public packet switched 
communications network; 

CLPV: 

causing a message to be transmitted into the financial 
authorization network external to the public packet switched 
communications network, in ordf^r to vf^ri f y tha t the .gf^ndpr has 
adequate funds or credit having real monetary value, recf^iving^ 
at the payment computer, an authorization from th^^ financial 
authorization system in response to the mf^s sage, and 
transmitting an authorization message from the payment compntPr 
to the client computer over the publ ic packet swi tchf^d 
communications network, conditioned on at least on^ mf^ssagp^ 
transmitted over the public packet switched communications 
network in connection with th^ real-time autho rization not 
being a replay of a message previousl y transmitted over the 
public packet switched communication s network ; 

CLPV: 

the payment computer being programm^^d to -rpcf^ivp t he payment 
request message and to cause an authorizatio n request to be 
transmitted into the financial authorizatio n network external 
to the public packet switched communication s network, in order 
to verify that the sender has adequat e fnnds or credit having 
real monetary value, to receive an a uthorization from the 
financial authorization network, in response to the 
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ai]t-.hori Tiation rRgnPflf . Rnr\ tn hrangmil- an anl-hnr-i i nn 
response to ^■he clig^nt. rompuff^-r i^.g at, nnp mfi.g.gagg^ ovf^r 

the Dllhlic packet switchf^d rommnn-i rat -i nng nf^ t work, rnnH i 1 1 nnpH 
on at least one meRsagf^ tranRtni ttf:^H n v^r thf^ pnb1 -i r parkf^t 
switched oomTnuninat i on^ network -in ro nnPftinn with thp 
real-time authorization not being a replay attack; 

CLPV: 

receiving, at the payment compntpr, thp p aymf^nt -rpgnPAt 
message, and cansina an anthori zat -i on rf^gnf^^^t t o hf^ t-ranfimittpd 
into the financial author-i 7:at-i on netw ork pytp^-rnal tn the public 
packet switched communications netwo-rk. in n-rd f ^r tn v^r-i f y that 
the sender has adegnate funds or credit hav-i ng r^al monetary 
value, receiving, at the payment rompntf^-r, an antho-ri 7:at -i on 
from the financial authorization network, -in -r ^ ^flponfiP to thf^ 
authorization reguest . and transmitting an ant ho-ri zat-i nn 
response from the navment computer to thp dif^ nt nompntf^-r a.g at 
least one message over thfi pnblic packf ^t fiw-itoh^^d 
communications network, conditioned on at I f^aat onp. mpffHagf^ 
transmitted over the public packet .gwi tchpd commnni oati ona 
network in connection with the real-t ime authorization not 
being a replay attack; 
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TITLE: Open network payment system for providing for real-time 
authorization of payment and purchase transactions 



CLPR: 

5. A method of providing for real-time anthnri 7:atinr) nf 
DurchaRe tran.sacti onR by r finannial Ruthniri 7.^ t inn nPtwn-rk 
external to a mihl i c packet AwitrhpH rnmrmini r-a t i nna nf^l-wo-rk 
Interconnecting a plurality nf rlifint rnmpntf^r-s anH a paymf^nt 
computer, and comprising the steps of: 

CLPR: 

7. A payment computer for use in prnvid-ing r-f^al -t-i 
authori zation of payment tranRart i nnR by Pi finannial 
authorization network external tn th^ nf^two-rk paymf^nt sy.gtPm^ 
the payment computer being programniRH tn -rpcf^ivp^ ovpt a publ i r 
packet switched communications network, a payment regupflt 
message specifying a payment amount to b^ transferrer^ from th^ 

sender to the beneficiary, the pay mf^nt computf^r fnrthf^r being 

programmed to authenticate the paympn t -request mpssage, tn 
cause a message to be transmitted int o a financial 
authorization network external to the netwo-r k payment system^ 
in order to verify that the sender ha s ac^eguate finds or c-reHit 
having real monetary value, to receive an antho-ri 7:at i on f-rom 
the financial authorization network in respo nse to the message^ 
and to transmit an authori 7:at i on m essage over the pnb1 i o paoket 
switched communications network, the au tho r i 7:a t i on message 
comprising an authent i cator proving t hat the payment rompnte-r 
originated the authorization message, condit ioned on at least 
one message transmitted over the public panket switched 
communications network in connection with the real-time 
authorization not being a replay of a messag e previously 
transmitted over the public packet switched oo mmnni oat i ons 
network; 

CLPR: 

13. A method of providing for real-time authori 7:at i on of 
purchase transactions by a financial authori 7:at i on network 
external to a public packet switche d communications network 
interconnecting a plurality of client computer s and a payment 
computer, and comprising the steps of: 

CLPR: 

25. A method of providing for real-time authori 7:ati on of 
purchase transactions by a financial authori 7:a ti on network 
external to a public packet switched communications network 
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